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	課程概述：The premise of physical-layer security is to exploit the physical properties of the communication channel to enhance communication security through appropriate coding and signal processing. While the pioneering work on the fundamental limits of physical-layer security can be traced back to the 1970s, there has been a resurgence of interest in the topic over the last 15-20 years, motivated in large part by the enormous opportunities created by wireless communications. This course gives an introduction to physical-layer security, covering the theoretical foundations, practical implementation, challenges, and benefits of such a groundbreaking model for secure communication. In the course, we begin with a self-contained explanation of the information-theoretic limits of secure communications at the physical layer. Building upon the theoretical insights, we then go on to develop practical coding schemes, enabling students to understand the challenges and opportunities related to the design of physical-layer security schemes.

	學習目標：To understand the topics or issues on physical-layer security that are necessary for graduate-level research.

	教科書1
	1. M. Bloch and J. Barros, Physical-Layer Security: From Information Theory to Security Engineering, Cambridge University Press, 2011.
2. X. Zhou, L. Song, and Y. Zhang (Eds.), Physical Layer Security in Wireless Communications, CRC Press, 2013.

	課程綱要
	對應之學生核心能力
	備註

	單元主題
	內容綱要
	
	

	An Information-Theoretic Approach to Physical-Layer Security
	Shannon’s perfect secrecy, secure communication over noisy channels, channel coding for secrecy, secret-key agreement from noisy observations, active attacks, physical-layer security and classical cryptography
	1.1, 2.1, 4.4
	

	Fundamentals of Information Theory
	Mathematical tools of information theory, the point-to-point communication problem, network information theory
	1.1, 2.1, 4.4
	

	Secrecy Capacity
	Shannon’s cipher system, secure communication over a noisy channel, perfect secrecy, weak secrecy, strong secrecy, Wyner’s wiretap channel, broadcast channel with confidential messages, multiplexing and feedback
	1.1, 2.1, 4.4
	

	Secret-Key Capacity
	Source and channel models for secret-key agreement, secret-key capacity of the source model, sequential key distillation for the source model, secret-key capacity of the channel model, strong secrecy from weak secrecy
	1.1, 2.1, 4.4
	

	Security Limits of Gaussian and Wireless Channels
	Gaussian channels and sources, wireless channels
	1.1, 2.1, 4.4
	

	Coding for Secrecy
	Secrecy and capacity-achieving codes, low-density parity-check codes, secrecy codes for the binary erasure wiretap channel, reconciliation of binary memoryless sources, reconciliation of general memoryless sources, secure communication over wiretap channels
	1.1, 2.1, 4.4
	

	MIMO Signal Processing for Enhanced Physical Layer Security
	MIMO wiretap channels, MIMO wiretap channel with an external helper, MIMO broadcast channel, MIMO interference channel, MIMO relay wiretap networks
	1.1, 2.1, 4.4
	

	System Aspects
	Basic security primitives, security schemes in the layered architecture, practical case studies, integrating physical-layer security into wireless systems
	1.1, 2.1, 4.4
	

	教學要點概述2：
教材編選：□自編教材　　   教科書作者提供
教學方法：投影片講述　   板書講述　        □實例示範　     □操作練習
評量方法：□上課點名（%） 小考（50%）　　□作業（%）　　□程式實作（%）　　□實習報告（%）
　　　　　□專案（%）　　 期中考（25%）　期末考（25%）　 □期末報告（%）　 □其它（%）
教學資源：□課程網站       教材電子檔供下載  □其他                       
教學相關配合事項：

	核心能力
●1.1 ○1.2 ○1.3 ●2.1 ○2.2 ○3.1 ○3.2 ○4.1 ○4.2 ○4.3 ●4.4
1.1 學習電機／通訊工程相關領域之理論基礎
　　為何有關：介紹通訊系統實體層安全的基礎知識與相關議題，奠定學生未來就業與論文研究的基礎
　　達成指標：學期成績及格
　　評量方法：小考、期中考以及期末考
2.1 培養發掘與分析電機／通訊工程特定領域專題研究之能力
　　為何有關：透過平時小考、期中考以及期末考，培養分析並解決問題的能力
　　達成指標：學期成績及格
　　評量方法：小考、期中考以及期末考
4.4	培養科技英文能力
　　為何有關：上課投影片、教科書與考題皆為英文內容，希望學生能夠習慣專業上的英語學習環境
　　達成指標：學期成績及格
　　評量方法：小考、期中考以及期末考


註：1.	教科書請註明書名、作者、出版社、出版年等資訊。
2.	教學要點概述請填寫教材編選、教學方法、評量方法、教學資源、教學相關配合事項等。
3.	研究所所有開設之課程，皆須填寫此表格或提供原有格式之課程綱要表。

