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Artificial Intelligence (AI) has been the key force in transforming our lives
in the era of machine intelligence and automation. In the coming years, Al is
expected to involve nearly every technology, e.g., Superintelligence (ChatGPT),
Al for healthcare, manufacturing, autonomous vehicles and transportation
systems, Al for agriculture, and environmental monitoring. However, Al creates
new headaches for humans. For example, Al can be abused in disinformation
campaigns or mishandled for harmful purposes, e.g., Deepfake, Al-empowered
weapons, Al-empowered surveillance, and Cybercrime and hacking. This course
will cover fundamental knowledge about Al security and attack/defense

HAR LI techniques on Al-empowered applications. Specifically, the introduction topics

consist of (1) Basic applied AI/ML models; (2) Common threats/attacks in AI/ML
(deep fake, adversarial attacks, data poisoning); (3) Al for threat hunting
and attack defense; (4) Al tools for DevSecOps; (5) Security risks of
superintelligence. Besides, Al techniques for solving some common tasks (e.g.,
checking bugs/security vulnerabilities, writing secure programs) are also
introduced in this course. Finally, the principles of developing Responsible

Al models to benefit humans are also discussed.

Mid-term/final exam: Open book, but no electric device is allowed.




@® To allow students to acquire the basics of AI/ML models to use in
common applications and be able to implement them in Python

@® To allow students to acquire common threats and attack techniques
against Al models

@® To allow students to apply Al models/tools for threat hunting and

33 }1';_
FYEY attack defense
@® To allow students to tweak several Al platforms for solving common
security tasks
@® To allow students to acquire the basics of Ethical Al in
Cybersecurity
e No required textbook. Lecture slides are compiled by the teacher.
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1.1. BEAE N TIRMHRIEEE AR, B U EL T fi#18E /1 (Capability to grasp foundational knowledge in
computer science.)

1.2. BAEAEMN T2 5w SR AT, - oo B opH BE A BE ) (Capability to use computer
science theory and application knowledge to analyze and solve related problems.)

1.3. [EEMNTIEREF LA » B2/ D —IREIEGET) - Bl © BEEG - 8RS - 20808 - 280 - 4
% ~ HHEHEE - (Professional in at least one area, including hardware, software, multimedia, system,
networking, and theory.)

2.1. HAEEMN TR K E R BN T EAYAE )T - (Capability to perform computer science
implementations and use computer-aided tools.)

2.2. BAEZETERZS ~ ok BIFRAVEE ST - (Capability to design computer systems, components, or
processes.)

2.3. AR E/FHEEGHRAYEE S - (Capability to write and present technical materials.)

3.1. HAR TOAENERSEIE SN » TRAT LR E CHYESE R S A IS 2 s e - 1T
s Bl HYEE ST - (Capability to apply one’ s professional knowledge to a new application domain or
across multiple different application domains.)

3.2. BAFEENSH—({E RN —THE R EHHIEE 1 H B A ~ 8 EE R A EAYAE
(Capability to lead or participate in group projects, with effective communication, coordination, and

teamwork.)
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1.1 1.1 £4 Fa1eiph A a2 oo faehit 4 (Capability to
grasp foundational knowledge in computer science. )

= ™73 M ¢ Al is changing the way of solving many society and
engineering challenges. The concepts and lab implementations covered
in this course can help to explore Al capability and increase the
awareness of students on Al risks and then create safe Al platforms.

e R
Be able to understand and acquire the knowledge imparted in elective
courses.

g Sk
Level 5: Semester grade expected to be 90 and above

Level 4: Semester grades can be expected to reach 80 points or above
Level 3: Semester grades can be expected to reach 70 points or above
Level 2: Semester grades can be expected to reach 60 points and above

Level 1: Semester grades can be expected to be below 60 points




1.2

1L2EF8&* FRALIALERZ B* o S8 f24-4p M 3 i 4
(Capability to use computer science theory and application
knowledge to analyze and solve related problems. )

= ™73 B . Aside from taking advantage of CS abilities as traditional
programming to create Al models, this course can let students
leverage their own prompt programming skills and Al capability to
solve coding and spoofing detection challenges.

Z =4tk Creative on creating Al models against security attacks
and Al fake content generation

RS

Level 5: Semester grade expected to be 90 and above

Level 4: Semester grades can be expected to reach 80 points or above

Level 3: Semester grades can be expected to reach 70 points or above

Level 2: Semester grades can be expected to reach 60 points and above
Level 1: Semester grades can be expected to be below 60 points

1.3

1.3 é_’;?%%lﬁﬁﬁ#%éﬁiéﬂ ’ .El”ﬁ AT ER-BEERS > BAIr A
- SHH . iR -IZHRE - (Professional in at
least one area, including hardware, software, multimedia,
system, networking, and theory. )

%= @3 B : Tolearn about fundamental Al security technologies and how
to use prompt languages for work or detect false information.

i *4p1 ¢ Basic skill on evaluating the spoofing
content/videos/materials

G E

Level 5: Semester grade expected to be 90 and above

Level 4: Semester grades can be expected to reach 80 points or above
Level 3: Semester grades can be expected to reach 70 points or above
Level 2: Semester grades can be expected to reach 60 points and above
Level 1: Semester grades can be expected to be below 60 points

2.1

2.1 £ FTRILYTHMFZ R P E Bt L4 o
(Capability to perform computer science implementations and
use computer-aided tools. )

= ™73 M To implement basic data poisoning and Al adversarial
attacks as well as AI deep fake




# =+ 4ptk ¢ Acquire the basic programming skill: using Al to generate
Al code; Python programming to creating basic Al models.

g E =2 o+
e

Level 5: Semester grade expected to be 90 and above
Level 4: Semester grades can be expected to reach 80 points or above

Level

5
4

Level 3: Semester grades can be expected to reach 70 points or above
2: Semester grades can be expected to reach 60 points and above
1

Level 1: Semester grades can be expected to be below 60 points

2.2

22 EFEPFR AR A ggai 4 o (Capability to design
computer systems, components, Or processes. )

%= @73 B . To create basic Al models for a variety of applications,
such as traffic light/road lane detection, and then to attack them.

i =+ 4p 1% ¢ Basic skills on designing Al models for applications and
corresponding attack strategies

R

Level 5: Semester grade expected to be 90 and above

Level 4: Semester grades can be expected to reach 80 points or above
Level 3: Semester grades can be expected to reach 70 points or above
Level 2: Semester grades can be expected to reach 60 points and above

Level 1: Semester grades can be expected to be below 60 points

2.3

EF PP BIFEFHRN 4 o (Capability to write and
present technical materials. )

= ™73 M : The writing and reading tasks will assist students in
comprehending the complexities of an Al model and attack tactics in
order to develop a defense mechanism.

& =+ 4p 1% ¢ Basic skills on writing report and findings from paper
reading challenges.

PR

Level 5: Semester grade expected to be 90 and above

Level 4: Semester grades can be expected to reach 80 points or above
Level 3: Semester grades can be expected to reach 70 points or above
Level 2: Semester grades can be expected to reach 60 points and above

Level 1: Semester grades can be expected to be below 60 points

3.1
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FUEB R S £488 0 R FAF R £F7ehat 4 o (Capability to




apply one’ s professional knowledge to a new application
domain or across multiple different application domains.)

% 73 B : The course’ s hands-on projects and principles might help
students launch new applications or propose effective defenses in
other domains, such as computer vision.

i = dp#F ¢ Explore Al security knowledge for new applications or
specific fields

Rk
Level Semester grade expected to be 90 and above
Level Semester grades can be expected to reach 80 points or above
Level Semester grades can be expected to reach 60 points and above

Level Semester grades can be expected to be below 60 points

IES
5:
4:

Level 3: Semester grades can be expected to reach 70 points or above
2:
l:
2=

3.2 3.2 B3 AEAS - BEFERI-FLEERNRS LT LR
d~Bpaemgs iraga 4 - (Capability to lead or participate
in group projects, with effective communication,
coordination, and teamwork. )
= ™73 B . The course tasks may necessitate teamwork and excellent
communication with TA.
i# = 4p1 * The habit to handle the assignments effectively and
deliver them on time.
FEE R
Level 5: Semester grade expected to be 90 and above
Level 4: Semester grades can be expected to reach 80 points or above
Level 3: Semester grades can be expected to reach 70 points or above
Level 2: Semester grades can be expected to reach 60 points and above
Level 1: Semester grades can be expected to be below 60 points

3.3 3.3 LI FIRTAPBHLERBLN BEPABFFEY LA o

(Capability to adapt to rapidly chang1ng computer science
technology and to develop self-learning capabilities. )

= @73 M . Hands-on and reading challenges can assist students develop
their self-learning abilities, particularly by keeping them up to
date on the most recent attacks and defense tactics.

i§r¥#gﬁ%i To learn the new attacks and defense techniques

L




Level Semester grade expected to be 90 and above

Level Semester grades can be expected to reach 80 points or above

5:
4:
Level 3: Semester grades can be expected to reach 70 points or above
2:
l:

Level Semester grades can be expected to reach 60 points and above
Level Semester grades can be expected to be below 60 points

4.1 4.1 R3AgFE A ¥R &2 o4 o (The awareness of
social responsibilities, humanity, and contribution. )
%= 73 M : The course’s Al security topics will emphasize the
necessity of responsible Al development and risk reduction.
i = dp ¥ ¢ To encourage students to contribute to Safe Al
environments.
FEE R
Level 5: Semester grade expected to be 90 and above
Level 4: Semester grades can be expected to reach 80 points or above
Level 3: Semester grades can be expected to reach 70 points or above
Level 2: Semester grades can be expected to reach 60 points and above
Level 1: Semester grades can be expected to be below 60 points

4.2 4.2. 57 1RGRE - TR - FERZE 9pEARE - (The awareness

of engineering ethics, broad capabilities, and global and
contemporary vision. )

= 73 B - Witnessing the risks of Al and their potential damages may
motivate the students to use Al in an ethical manner and encourage
the contributions to propose Trustworthy AI models.

i = 4p 1% * To encourage students to utilize Al ethically

gsc.;g‘—% PE S

Level 5: Semester grade expected to be 90 and above

Level 4: Semester grades can be expected to reach 80 points or above
Level 3: Semester grades can be expected to reach 70 points or above
Level 2: Semester grades can be expected to reach 60 points and above
Level 1: Semester grades can be expected to be below 60 points




