中正大學 資訊工程研究所 課程大綱
	課程名稱(中文)
(Chinese Course type)
	密碼學與安全協定
	開課單位
(Department)
	資訊工程研究所(Graduate Institute of Computer Science and Information Engineering)

	課程名稱(英文)
(English Course name)
	Cryptography and Security Protocols
	課程代碼 
(Course code)
	4105004_01

	授課教師
(Instructor)
	林柏青
	學分數
(Credits)
	3

	必/選修
(Required/Selected)
	必修  選修
	開課年級
(Level)
	碩博

	課程屬性/類別
(Course type)
	人文關懷課程            競賽專題課程            問題導向課程
專題導向課程            總整課程                實作課程
實習                    其他

	先修科目或先備能力
(Prerequisites)
	

	課程概述
(Course Descriptions)
	This course is intended to cover two essential issues in network security: cryptography and security protocols. In this course, I will first introduce the cryptographic theory and algorithms, and then introduce their usages in various security protocols. Moreover, some new topics, such as blockchains will be covered in this course.

	學習目標
(Learning Objectives)
	1. Learn cryptographic theory and algorithms
2. Learn security protocols
3. Learn new applications of the above topics


	教科書
(Textbooks and Reference)
	J. Wang and Z. A. Kissel, “Introduction to Network Security: Theory and Practice,” Wiley, 2015.
D. R. Stinson and M. B. Paterson, "Cryptography: Theory and Practice," Fourth Edition, CRC Press, 2019.
David Wong, "Real-World Cryptography," Mannings, 2021.




	課程大綱(Course Syllabus)
	分配時數
(Number of Hours)
	核心能力
(Core Capabilities)
	備註
(Remarks)

	單元
主題(Topic) 
	內容綱要(Content) 
	講授(Lecture) 
	示範(Demonstration) 
	習作(Assignment) 
	其他(Others) 
	
	

	Introduction
	Crypto-system, Crypto-system
Perfect Secrecy
	4
	
	
	
	 A1  A2 ☐ A3 ☐ A4 ☐ A5 ☐ A6 ☐ A7 ☐ A8
	

	Block ciphers and stream ciphers
	Principles of block ciphers, DES, multiple DES, AES, modes of operations, stream cipher
	6
	
	
	
	 A1  A2 ☐ A3 ☐ A4 ☐ A5 ☐ A6 ☐ A7 ☐ A8
	

	Hash functions and message authentication
	Cryptographic Hash Functions, Birthday attacks, HMAC
	4
	
	
	
	 A1  A2 ☐ A3 ☐ A4 ☐ A5 ☐ A6 ☐ A7 ☐ A8
	

	Public-Key Cryptography
	Public-Key Cryptography, Number Theory, RSA, public-key system based on DLP, ECC
	9
	
	
	
	 A1  A2 ☐ A3 ☐ A4 ☐ A5 ☐ A6 ☐ A7 ☐ A8
	

	Digital Signature
	Security requirements of digital signatures, signature schemes, certificates
	4
	
	
	
	 A1  A2 ☐ A3 ☐ A4 ☐ A5 ☐ A6 ☐ A7 ☐ A8
	

	TLS
	TLS protocols and security
	3
	
	
	
	 A1  A2 ☐ A3 ☐ A4 ☐ A5 ☐ A6 ☐ A7 ☐ A8
	

	Post-quantum cryptography
	Idea of post-quantum cryptography, NTRU crypto-system, lattice problem
	3
	
	
	
	 A1  A2 ☐ A3 ☐ A4 ☐ A5 ☐ A6 ☐ A7 ☐ A8
	

	Identification schemes and entity authentication
	Challenge and response with secret key, Challenge and response with public key, Schnorr identification scheme...
	3
	
	
	
	 A1  A2 ☐ A3 ☐ A4 ☐ A5 ☐ A6 ☐ A7 ☐ A8
	

	Key distribution
	Key pre-distribution, Session key distribution scheme, Re-keying and logical key hierarchy, Threshold schemes

	5
	
	
	
	 A1  A2 ☐ A3 ☐ A4 ☐ A5 ☐ A6 ☐ A7 ☐ A8
	

	Key agreement
	Diffie-Hellman key agreement scheme, Key derivation function, MTI key agreement scheme, Deniability and key updating, Conference key agreement
	5
	
	
	
	 A1  A2 ☐ A3 ☐ A4 ☐ A5 ☐ A6 ☐ A7 ☐ A8
	

	Miscellaneous topics
	Identity-based cryptography
Paillier crypto-system & secure computing
Bitcoin and blockchain
	6
	
	
	
	 A1  A2 ☐ A3 ☐ A4 ☐ A5 ☐ A6 ☐ A7 ☐ A8
	



	教育目標

	1.具獨立從事學術研究或產品創新研發之人才

	2.具團隊合作精神及科技整合能力，並在團隊中扮演領導、規劃、管理之角色

	3.具創新研發、自我挑戰與終身學習能力之人才

	4.具有學術倫理、工程倫理、國際觀之人才

	核心能力

	A1.具有資訊工程與科學領域之專業知識(Competence in computer science and computer engineering.)

	A2.具有創新思考、問題解決、獨立研究之能力(Be creative and be able to solve problems and to perform   
   independent research.)

	A3.具有撰寫中英文專業論文及簡報之能力(Demonstrate good written, oral, and communication skills, in 
   both Chinese and English.)

	A4.具策劃及執行專題研究之能力(Be able to plan and execute projects.)

	A5.具有溝通、協調、整合及進行跨領域團隊合作之能力(Have communication, coordination, integration 
   skills and teamwork in multi-disciplinary settings.)

	A6.具有終身學習與因應資訊科技快速變遷之能力(Recognize the need for, and have the ability to engage 
   in independent and life-long learning.)

	A7.認識並遵循學術與工程倫理(Understand and commit to academic and professional ethics.)

	A8.具國際觀及科技前瞻視野(Have international view and vision of future technology.)

	
[bookmark: _Hlk153356059]請尊重智慧財產權，不得非法影印教師指定之教科書籍
(Please respect to the intellectual property rights, do not photocopy the textbooks which assigned by professors.)




	教學要點概述

	教材編選
(Teaching 
Materials)
	☐自製簡報(ppt)     課程講義              ☐自編教科書
☐教學程式          ☐自製教學影片          ☐其他 

	教學方法
(Teaching 
Methods) 
	講述           ☐小組討論     ☐學生口頭報告      ☐問題導向學習
☐個案研究       ☐其他

	評量工具
(Evaluation
Tools)
	☐上課點名 0.00%    ☐隨堂測驗 0.00%    ☐隋棠作業 0.00%   ☐程式實作 0%    ☐實習報告 0%    ☐期中報告 0%       ☐期末報告 0%       ☐專題報告 0%      ☐期中考 0.00%   ☐期末考 0.00%    ☐評量尺規 0%    ☐其他 0%

	教學資源
(Teaching
 Resources)
	課程網站        教材電子檔供下載       ☐實習網站

	教師
相關訊息
(Instructor’
sInformation)
	

	教學相關配合
事項
(Course relative information)
	


[bookmark: _GoBack]
	課程目標與教育核心能力相關性

	請勾選：A1A2A3A4A5A6A7A8

	A1
	具有資訊工程與科學領域之專業知識(Competence in computer science and computer engineering.)

	
	為何有關：


	
	達成指標：


	
	評量方法：


	A2
	具有創新思考、問題解決、獨立研究之能力(Be creative and be able to solve problems and to perform independent research.)

	
	為何有關：


	
	達成指標：


	
	評量方法：
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